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1. IFRS 17: Insurance Contracts

As per IFRS 17, Insurance Contracts combines both financial instruments and service contracts. The
following characteristics define the standard, recognition, and reporting criteria of Insurance Contracts
with which the system has to be compliant.

e Measuring the future cash flow by the recognition of profit over the service time period.
e The presentation of the insurance service results in terms of Insurance Revenue, and the clear
separation from the insurance financial income and expenses.
e Defining the accounting policy for recognition by either:
o Recognize all insurance finance income or expenses in profit or loss.
o Recognize some insurance finance income or expenses in other comprehensive income.
e Dividing Insurance Contracts into groups which defines the following:
o The risk adjusted Present Value (PV) of the future cash flow as either a liability or an
asset.
o The unearned revenue in the group of contracts.
e The recognition of profit and revenue of the risk-free contract period (The full or partial
completed insurance service of a contract).
e In case a group of contracts starts to become a loss-making group, then it will be recognized as a
loss.
» Disclosure of information in the financial statement to display the effect on the statement of
financial position, financial performance, and the cash flow of the entity.

2. System Compliance with IFRS 17 Engine

In order for an IT system to be capable of being fully compliant with IFRS 17 in general and Insurance
Contracts in specific, the following key elements should be met by any system.

2.1. First Element: The Management of Master Data
The system should be capable of delivering and providing the following:

e Chart of Accounts with accounting levels for the General Ledgers.

e Data preparation and validation.

e Drafting transactions and posting to GL.

e System pre-defined IFRS 17 data models.

e The ability to integrate system data with external systems (Data models and frameworks
standardization).

e The ability to load, post, and audit data.

e Ability to configure the data model.

2.2. Second Element: Workflow and Orchestration

The system should be capable of delivering and providing the following:

6 (10 2 dxiall
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Defining system workflow between processes and user accounts.
Assigning tasks to system resources and generate process reports.
Executing scripts and queries to extract, transform, and load data.
Performing automatic multilayer processes with validated posting.
Reading and processing worksheets for manual adjustments.

The ability to comply with new market and business processes.
Applying Role-Based Access Control.

2.3. Third Element: Calculation Engine

The system should be capable of delivering and providing the following:

Processing significant volume of information.

Having Built-in data management logic and configuration to apply changes to data input and
output.

Automatic separating between insurance from non-insurance components.

Recognizing multiple types of contracts (i.e., insurance and non-insurance contracts).
Defining units for accounts.

Calculation of the contractual service margins and premiums (Contract Management).
Calculating and testing profitability and revenue forecasts.

Calculating unearned, and earned revenue.

Calculating the best estimates of cashflow.

Calculating the acquisition expenses and amortizations.

Calculating the changes for contractual change or cancelation.

Risk adjustment calculation.

Contracts provisioning if required.

Transparency of pre-built calculations and ability to track calculations and view dependency
between different calculations.

Ability to configure pre-built calculations.

Ability to handle complex reinsurance calculations (e.g., Gross Group is PAA and Reinsurance
Group is GMM and vice-versa, cater for future NB calculations in reinsurance calculations, cater
for many-to-many mapping between Gross & Reinsurance IFRS Groups).

Allowance for currency effects.

Ability to provide simulations for future periods and forecasting.

Ability to do easily-managed “What ifs” scenarios and stress tests.

2.4. Forth Element: Rules Engine

The system should be capable of delivering and providing the following:

6 ;0 3 dsmivall
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e A fully administrative interface to allow end-users to configure it.
e Ability to create users’ groups with maker-checker authorizations.

2.5. Fifth Element: Reports
The system should be capable of delivering and providing the following:

¢ Generate reports for balance sheets, statement of comprehensive income, and disclosures.
e System predefined ad hoc reports.

e Transactions and GL reports.

e Process status reports.

e Audit logs and reports on new or updated transactions.

e Tracing reports with transactions and models’ pointers.

e Process status reports.

Report integration tools with external systems.

Ability to customize standard reports.

Generate future Balance sheets and Income Statements.

Ability to view and extract results in Excel for analysis.

3. IT Environment Technical Standards and Consideration

Any system applied holding financial and insurance data should be secured to ensure the reliability and
business continuity. The following points should be followed when designing the hosting environment of
the system.

e The financial and insurance data should not be accessible online without proper security
restrictions.

e The system and its data should be backed up with a clear automatic backup schedule.

e System recovery tests should be done on regular basis to ensure business continuity.

e The server hosting the system should be hardened by disabling unnecessary services and ports
that are not required.

e The server should be protected by end-point security.

e Any communication going from/to the server should be filtered by internal firewall strict policies.

e No remote access control is allowed for external third-parties directly to the server.

e Accounts accessing the server should be profiled with strict authorizations (i.e., administrative
access accounts should not be given to non-administrators).

e Regular system penetration testing should be done.

e A disaster recovery test should be done to ensure business continuity.

e Any module of the system gets published to the internet should be segregated into a different
zone and protected by a Web Application Firewall.

e The system should be accessed internally and protected by a Firewall.

e The server should be kept up-to-date with the latest security patches. —————————-
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At least any connection with administrative privilege to the service should be protected by
Multifactor Authentication.

Applications hosted on the cloud should be accessed through VPN.

Data residing on the cloud should be encrypted at rest and transit.

There should be a clear signed formal agreement with the cloud service provider about the data
privacy and confidentiality.

Any service provider should not have access to the data and the service. The access should only
be granted to the insurance entity.

Any work that is done on the system by the service provider should be supervised by the
insurance entity.

The database should be secured with only strict and limited access by database administrators.
The system should contain at least two environments: Test and Production.

4. Vendor Selection Criteria

The following points should be considered when selecting a vendor to provide and implement the system.

The completeness of offering (end-to-end) covering all the material and necessary functions and
modules to run the business.

Industry recognition that shows competency in providing the required services and the ability to
be compliant with IFRS 17.

Training and support.

Allowance for future changes to the standard while maintaining the system integrity.
Modularity of solution (i.e., The ability to expand and cover other areas).

The number of existing clients (current implementations).

The ability of the development to reduce human errors.

5. Managed Services

Until the implementation of a robust, tested, reliable, and secure system that is fully compliant with IFRS
17, the insurance entity can establish an agreement for managed services. However, the entity is obligated
to follow the next phases:

5.1. Phase One: Signing Up for IFRS 17 Compliant Services and Reports

This phase will be a temporary stage until the entity implements its own system. The following guidelines
should be followed during this phase:

6 05 domiall =~ 4

If applicable, the service should be conducted at the insurance entity’s location (i.e., no data is
allowed to be outside of the entity’s internal resources) and under their supervision.

For managed services subscribed with international service providers, the managed service
provider should not get hold of all financial and operational records unless it's mandated for the
operation under the signed agreement. e —
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The managed service provider should sign a Non-Disclosure Agreement with the insurance
entity.

Any personal information about individuals, companies, or any explicit records that shows “who”
got “which” service should never be disclosed and shared to the service provider whatsoever.
This information includes, but not limited to, the following: Name, Civil 1Ds, age, and any other
information that points to the person or entity receiving the insurance service.

Only general GL accounts and operational figures that indicates the totals can be shared if
necessary. However, in case more detailed information required, only the GL transactions can be
shared without any personal information, and without a mapping list that points which GL
account points to which person/entity.

All information shared between the insurance entity and the managed service provider should be
encrypted by a password. The password should be shared over another different secure channel.

5.2. Phase Two: Data Validation

Once the system is implemented, the provider of the managed services will support the insurance entity to
validate the integrity of the implemented system. The following points apply to this phase:

Comparing the financial reports of the implemented system with the reports obtained by the
managed services.
Comparing the trial balance reports.

e Comparing the balance sheet and profit and loss statements.
e Validating the correctness of control accounts” balances over a specific time period.
e Validating the closing and opening balances for the financial year.
e Comparing and validating the revenue and loss accounts.
e Comparing and validating the unearned revenue and accounts receivables.
e Validating all financial figures related to IFRS 17 to ensure the system is ready to go live.
!
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